irm 3 Day Risk Management Workshop
(Practical, Technical & Enjoyable)

APPROVED TRAINER
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ﬁf-ansﬁ)rmz'nﬂ Aﬁfzban Ajﬂbn/furf CG IAR



House Keeping

* Facilities

» Planned Fire alarms/drills
* Planned Breaks
 Health & Safety Moment
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Lead Tutor J

GCU

% Cass Business School Glasgow Caledonian
. CITY UNIVERSITY LONDON University
Glasgow School for Business and Society

RISK EDUTAINMENT

e 2009 European Risk Management
MI’ yvggggrgnse WARDS
EEIC

. / \ A Member of JA Worldwide Str .
éga risk .

. Actuarial Training: BSc & PGD = :
. . v ING'S
= Masters in Enterprise Risk Management: MSc College
UNIVERSITY S
= Certified Fellow & Former Director: Institute of Risk Management (IRM) UK of ST.THOMAS LLONDON
. Chartered Insurer UK : ACII (UK) MINNESOTA

. Specialty: Enterprise Risk, Reward, Strategy & Performance Management

. Professional Awards: The UK Risk Manager of the Year 2009/10, EU Strategic Risk Awards 2007 & 08
. Certified Risk trainer - IRM & Chartered Insurance Institute (CII) UK

= Chief Risk Officer (CRO) - Public, Private , Financial Services, Health Sector & Oil and Gas

= PhD - Risk Management, Leadership and Performance Outcomes
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Introduction & Ice Breaker

Get up and pair up with someone in the room who you’ve not met 5 mins
before or don’t know very well

Find out:

* Who they are, and their role

« What their experience is of risk management
« What their objectives are for the session

« Take it in turns to introduce your new acquaintance to the group

Risk + Story = Risk Edutainment www.inspirationalrisk.com



Day 1

Session 1: Introduction

« Strategy, Goals and Objectives

* Why performance measurement and management?
» Governance - Roles & Responsibilities

* What is risk and why manage risk?

« Risk management principles

+ Attributes of effective risk management

Session 2 — Risk Appetite and Strategic Objectives

+ Definitions - Risk Appetite

 Difference between Risk Statements, Tolerances and
Limits

» Developing Risk Appetite Indicators

« Communicating, Monitoring and Updating Risk Appetite

Session 3: The risk management process: part a
+ Establishing the context

» Exercise 1: Establishing the context

* Risk identification theory

* Risk identification tools

« Exercise 2: Risk identification

* Risk description

Session 4: The risk management process: part b
» Risk analysis and evaluation

* Qualitative analysis & evaluation

» Awareness of quantitative analysis & evaluation

Close of day 1

Table of Contents ‘_é

Day 2

Session 5: The risk management process: part ¢
* Risk treatment (also called risk response)

* Risk treatment plans

* Risk reporting and assurance

Session 6: Risk management framework

* Overview of the ISO 31000 & COSO framework
» Mandate, commitment and Design

» Exercise 3: Risk management responsibilities

* Implementing, monitoring and review

» Continual improvement

Session 7: How to run an ERM risk assessment workshop
* How to run a risk assessment workshop
Practical examples of the task

Session 8: Risk assessment meeting

» Confirm the context

* |dentify risks, risk analysis and evaluation

+ Identify risk owners and Identify risk treatment
» Populate a risk register

» Group feedback — Risk assessment meeting

Session 9: Risk management framework
* When to run risk assessments

14:15 Session 10: Good risk management

* How do we know when we doing risk management well?

+ Being a successful risk manager

» Achieving a risk aware culture through successful risk management

Risk + Story = Risk Edutainment
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Table of Contents § ‘_é,
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Day 3

Session 11: Key Risk Indicators (KRIs) & Key Control

Indicators (KCIs)

* Definition of terms

» Developing simple to use, but effective indicators

« Differentiating Key performance Indicators from KRIs
and KCls

» Sources of Information When Developing KRIs and KCls

« Communication and Reporting

* Role of the Board, Management, and Risk Owners

» The Value proposition for Key Risk Indicators

Session 12: Leadership and Inspiring Positive Culture
* Whos a leader?

* How leaders create culture

* How can you influence people?

Moremi Risk Management Film & Games

Practical Applications & Questions

End of Course Assessment paper Certification &
Completion Feedback form
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Introduction ré

Habits of highly effective people.

= They take initiative. (‘Be Proactive”)

= They focus on goals. (“Begin with the End in Mind”)

= They set priorities. (“Put First Things First”)

=  They only win when others win. (“Think Win/Win”)

» They communicate. (“Seek First to Understand, Then to Be Understood”)
= They cooperate. (“Synergize”)

» They reflect on and repair their deficiencies. (“Sharpen the Saw”)

= They find their voice and help others find theirs.

Based on the work of Stephen Covey: The seven habits of highly effective people - The 8th habit

Risk + Story = Risk Edutainment www.inspirationalrisk.com



Day 1: Session 1 v

Introductions, key principles & definitions

y

= Strategy, Goals and Objectives

» Why performance measurement and management?
= Governance - Roles & Responsibilities

» What is risk and why manage risk?

» Risk management principles

= Attributes of effective risk management

Risk + Story = Risk Edutainment www.inspirationalrisk.com



Recent Issues

A NEW NATION TORN APART

Families flee
to escape conflict 24,963

Conflict in the world's newest
nation has spread across

the country, creating a severe
humanitarian crisis. South
Sudan has the third largest

refugee crisis, after Syria SOUTH suDAN ETHIOPIA
and Afghanistan. 1.9 million people 363,598
CENTRAL . .
AFRICAN internally displaced

REPUBLIC

3.7 million have fled their homes. 1,606

iU

KENYA

DEMOCRATIC 80,129
6 out of 10 South Sudanese REPUBLIC OF ’
refugees are children. THE Cgrh'l‘lGB% '{gf;:'gﬁ
. . 77 MERCY
Source: | outhSudan//regional.ohp CORBS
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Introduction V

Goals & Objectives

P__ The overall purpose of the

business “Objectives are statements of specific
outcomes that are to be achieved"
—_ The overall aspiration of the
business
Aimsf or zgo.a}ls: General statements of what

business intends to achieve

More precise & detailed
statements of the aims / goals (~ R

Corporate
Objectives

Market share of 12%

Functional

< Objectives
NS =

Sales per customer of £45

Issues, Problems vs.
Performance

ﬁ

Unit
Objectives

Shop sales of £500,000

“The trouble with not having a goal is that you can spend your life running
up and down the field and never score.” — Bill Copeland

Risk + Story = Risk Edutainment www.inspirationalrisk.com



- A
Dot principle

Uncertainties and Decisions
©Joachim Adenusi

Objectives
Set of goals
Expectations

Outcomes
Performance
Success or Failure

Rewards

ecisions VT g

+ Objectives + Time (Dot) = Uncertainties

©Joachim Adenusi

‘Even a correct decision is wrong when it is taken
too late” - Lee Lacocca

Risk + Story = Risk Edutainment www.inspirationalrisk.com



Introduction V

Performance Measurement and Management

= What is performance@

= Performance Management?¢
= Performance Measurement?
= Effectiveness and efficiency ¢

Risk + Story = Risk Edutainment www.inspirationalrisk.com
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What is governance?

The system by which organisations are directed and
conftrolled.
Generic aspects of governance include:

the rights and duties of owners/shareholders and other
stakeholders

how powers are shared and exercised by directors

how the holders of power are held accountable for what
they do

www.inspirationalrisk.com
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Corporate Governance Principles

-l Accountability
Responsibllity for cne’s own

decisions and actions, and

ensuring They can be
sxplained and clorifled.

4 Transparency

Ensuring corporare
operations can be examined
and information is disclosed
1o relevant portias.

2 Responsibility
Efficlent performancs of
dutles and to the best
of cne’s abilites.

Vision to Create
long-term Value

Locking towards ths future
10 crecte long-Tem added
value and sustainctie
growth.

Equitable
Treatment

3

Fair and squitable
treatment of all
stokehciders.

Exlstence of tusinass
ethics ond code of
conduct.

Board of Directors
& Committees

Monitoring

Communication

Business Practices
& Ethics

Risk & Performance
Management

Disclosure &
Transparency

Risk + Story = Risk Edutainment
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Corporate Governance — Issues o

» Risk 1: The Company and its shareholders have not demonstrated a commitment to
implementing high quality CG policies and practices.

» Risk 2: The Board of Directors is not up to the task of overseeing the strategy,
management and performance of the company.

» Risk 3: The Company's risk management and controls are insufficient to ensure
sound stewardship of the company's assets and compliance with relevant
regulations.

» Risk 4: The Company's financial disclosures are not relevant, faithful, and timely
representation of its economic transactions and resources.

» Risk 5: The Company's minority shareholders' rights are inadequate or abused.

Risk + Story = Risk Edutainment www.inspirationalrisk.com



Risk Governance...3 lines of defence

4

|

Board Governance & Committees
Other Committees Risk Committee Audit Committee

CEO and Exec
Management
Risk &
Compliance
Operational Depts. and Internal External
Management Audit Audit
15t Line Risk Ownership and 274 Line Risk Oversight, Challenge,
Education and Coordination 39 Line Independent Assurance
Review, challenge, decision and approval can occur each stage

Risk + Story = Risk Edutainment
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Lines of defence v

*The basis for a sound risk governance structure is a clear separation of roles

Internal Control

Risk Functions
2nd line of defence

Audit

Front line Operation _
3" line of defence

Internal &
External Audit

1stline of defence

Risk + Story = Risk Edutainment www.inspirationalrisk.com



Lines of defence V
>

First Line of Defence

Responsible for execution and decision making
inline with the business objectives and strategy;
= Board

* Management Team

= Branches
= Stoff

Second Line of Defence

Responsible for independent oversight of risk
taking activities and to quantify risks;

The Risk Committee(RC)

Chief Risk Officer (CRO)

Risk Manager

legal & Compliance

Third Line of Defence

Responsible for giving independent assurance
= Audit (Internal & External)
» |Internal Control

Risk + Story = Risk Edutainment www.inspirationalrisk.com



Governance of an organisation ‘_é

Reputation Authorities

Stakeholders

Governing
Relationships

Environment

Technology
& Infrastructure

o Governing Governing

Resilie i ra s

esilien Vlablllty & strategic Organisational
ICT  Sustainability Governance Change Change Management

Innovation & of the Benefit
Organisation

Financial
Governance

Governing the
Organisation’s

Taxation

Reporting .
Et ics edures
Motivation

& Leaders

Shareholder
Value
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What is risk and risk management?

Negative

Positive ?
O

“Effect of uncertainty on objectives” '

Management is the process of reaching organizational goals by
working with and through people and other organizational
resources.

Risk + Story = Risk Edutainment www.inspirationalrisk.com
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What is the best definition of risk?

Definition of risk

ISO Guide 73 Effect of uncertainty on objectives. Note that an effect may be

ISO 31000 positive, negative, or a deviation from the expected. Also, risk is
often described by an event, a change in circumstances or a
consequence

Institute of Risk Risk is the combination of the probability of an event and its

Management consequence. Consequences can range from positive to negative

(IRM)

COSO - ERM The possibility that an event will occur and adversely affect the

Integrated achievements of objectives

Framework

From old The chance of something happening that will have an impact on

AS/NZ 4360:2004  Objectives

Risk + Story = Risk Edutainment www.inspirationalrisk.com



Definitions of risk management

Definition of risk management

ISO Guide 73 Coordinated activities to direct and control an organisation with
ISO 31000 regard to risk
Institute of Risk Process which aims to help organisations understand, evaluate

Management (IRM) and take action on all their risks with a view to increasing the
probability of success and reducing the likelihood of failure

COSO - ERM A process affected by an entity’s board of directors,

Integrated Framework = management and other personnel, applied in strategy setting
and across the enterprise, designed to identify potential events
that may affect the entity, and manage risk to be within its risk
appetite, to provide reasonable assurance regarding the
achievement of entity objectives.

Risk + Story = Risk Edutainment www.inspirationalrisk.com



Why manage risk? §‘."‘

What events can you recall that support the need for a structured
and systematic approach to risk management?

Risk + Story = Risk Edutainment www.inspirationalrisk.com



Risk Categorisation (Taxonomy) V
>
- Insurance Risk

Liquidity risk Credit risk

Group risk Operational risk
: _
: : Reputational risk

Strategic risk

Why categorised risk?
Y ¢

Working through practical example...

www.inspirationalrisk.com
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= Australian New Zealand Risk Management Standard — AS/NZ 4360:1999, 2004, 2009

Risk Standards

» A Risk Management Standard; Published by the UK AIRMIC, ALARM, IRM: 2002

= COSO Enterprise Risk Management -- Integrated Framework (2017)

= The UK Orange Book Management of Risk - Principles and Concepts (Government 2004)
= The UK Green Book — for programmes and projects

» Risk management. Code of practice BS 31100:2008, 2011 complying with ISO 31000

= |SO 31000:2018 provides principles and generic guidelines on risk management.

= Basel Banking Guidance — No integrated risk management guidance. Liquidity, Operational,
Market, Electronic Banking, Capital Risks etc

= European Solvency Il — Risk & Capital Management Requirements

Risk + Story = Risk Edutainment www.inspirationalrisk.com



ISO 31000 - 2018 overview § é
4

Throughout the course we will use 1ISO 31000 as our core framework
Value Creation

and
Protection

// a\v/b \\

Principles (clause 4)

A
4

Framework (clause 5) Process (clause 6)

Figure 1 — Principles, framework and process

Risk + Story = Risk Edutainment www.inspirationalrisk.com
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Continual
Improvement

Integrated

Structured
and
omprehensive

Human and
Cultural
Factors Value Creation

and

Best Protection
Available

Information

Figure 2 — Principles
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Designing a Risk Programme §‘_é
>

Risk Framework, Strategy, Policies and Process

Leadership and
Commitment

Figure 3 — Framework

Risk + Story = Risk Edutainment www.inspirationalrisk.com



What we know ,é

Risk Performance Management

a process by which managers and
employees work together to plan, monitor
“Effect of uncertainty on objectives” and review an employee’s work objectives
and overall contribution to the organization.

Risk + Story = Risk Edutainment www.inspirationalrisk.com



Exercise: 2019 Global Risk Report

Top 10 risks in terms of Top 10 rsks in terms of I—

Likelihood Impact

Extrame weaathar evants Weaapons of mass dastruction

Failura of climate-changa mitigation and adapt ation Failune of climate-change mitigation and adaptation ’ Ec )
ONIOIMIC

Matural disasters Extrarme waather avents

Data fraud or thaft Watar crises ’ Emvironmental

LK - - -

QOCQ0CQOOOOOQ

Cybar-attacks Matural disasters
Man-mada arvironmental disasters Biodivarsity loss and ecosystem collapse ’ Geopolitical
Large-acale involuntary migration Cybear-attacks
Biodvarsity koss and ecosystam collapsa ¢ Critical information infrastructune breakdown ’ Societsl
Water crises Q Man-made anvironmantal disastars

& Techrobogical
Aszzat bubbles in a major aconomy @ Spread of infactious diseases
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Risks Iin the news

-~

VATIONS g e | Fabulous S
il potidays T

ﬂatlg

For centuries he
FE% freedom of expt
APER THAN R A 2, and M’lband

" \ \ AILY MAIL BA“K : 0
k! - British taxpayers to £a/ﬂ

___.--—— -

4

Exercise:
What risks can you
identify in today’s
media?

Which Sector? Who will it affect? Who should know about it? Why it is
important? What could be done and when (how soon)?

Risk + Story = Risk Edutainment
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Does foresight make a difference?

Emerging
threat or
problem

7Recognition
[ Unavoidable ]
NO surprise
Was it Should have
i mmm NO .
recognised? recognised? :
YES Predictable
I surprise
YES
Prioritisation
Unavoidable
NO surprise
Was it Should have
rioritised? | NO prioritised? :
P ; ; YES Predictable
| surprise
YES
Mobilisation
Unavoidable
NO surprise
Was aresponse |__ NO Should have
mobilised? mobilised? YES T
| surprise
YES

Effective
preventive
response

Harvard Business Review, March 2003

4

Consider the list of
disasters identified.
Was this a failure of:

- prediction?

- prioritisation?

- mobilising resources?

Risk + Story = Risk Edutainment
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Break >4

Tea Break,.




Day 1: Session 2 fé

Risk Appetite & Strategic Plans

m —
o
&
£ L. Risk
,g Appetite
hd 2

to Time t,

Figure 5 - Risks an organization wishes to engage

» Risk Appetite: importance & uses

» Practical application: Risk Statements, limits/tolerances

» Emending risk appetite: KPIs, KRIs and KCls

» Using risk to drive performance and appraisals (Rewards)

Risk + Story = Risk Edutainment www.inspirationalrisk.com



Earnings vs. Capital

« Earnings — focused on what we expect 1o happen
« Capital - focused on extreme downside

Average year

A .
. Earnings
Probability , s N
Going concern I \
issues \
Regulatory ' '
intervention
. Loss making Miss dividend \ /
Capltal - — target \
- T Q
7

Corporate /

failure \(\ \

N /
Loss™ ( . /Break Profit
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Risk Appetite: importance & uses v

Risk Appetite
Statement

What is Risk Appetite?

Importance and Uses

Risk Appetite
Framework

. Risk = .
. . o o Risk .
. Limits N M Y
. s . Tolerance ¢

Risk + Story = Risk Edutainment www.inspirationalrisk.com



Purpose of RA statements

Improve ability to
respond to risks

Risk + Story = Risk Edutainment

Focus understanding
around value of risk

Nad

Alignment of teams to
risk strategy

Drive down unintended
risk types

www.inspirationalrisk.com



Risk Appetite Setting Process ‘_é

Organisation Strategic

RMC Obijectives
( Capital, Growth & Loss Ratios)

Board’s Risk Appetite
Statements

Review of Risk Appetite Statements
Strategic/Tactical/Operational targets/KPls VILi:qvitS an(lj Tolege]cels as part of

by Departments, Risk Categories or Business Planning Process & RMC
other factors e.g. Volume of Business Stress and Scenario outcomes

Set Limits/Tolerances
Data & RAG Allocations
Assign Owner

Risk Reporting
CRO / Risk Reports

A
v

[ RMC | Risk Management Committee |

Risk + Story = Risk Edutainment www.inspirationalrisk.com



Key Risk Appetite KPI's

Action & Escalation Process

Frequency of

Parameters Indicators Justification(s) /Basis monitoring &
data collection

Quantitative Indicators
1. Return On Capital — not less than = Proposed figure also in line with best
18% (asset under custody + If actual < 4.5% , then Red industry standards, which says...”
shareholder funds). (Discussion to | If actual is 2 4.5% but < 5%, then returns shall be set at a level more
be had how to deliver on this If actual is > 5%, then Green conservative higher than rate of
return rate) inflation”
If actual < 6.25% , then Red = ERM would monitor and trigger
2. Interest Income . o o L. . .
Not less than 6.25% per quarter If actual !s > 6.25% but < 7%, then deviations if’'s market share possession M — Quarterly
If actual is > 7%, then Green falls below 1%.
3. Cost of funds If actual > 3.5%, then Red,
Not more than 14% pa or 3.5% If actual is >3% but < 3.5%, then . M - Quarterly
per quarter If actual is < 3%, then Green
If actual > 50%, then Red )
4. Liquidity ratio if actual >45% but < 50%, then " Datato be collated on a monthly basis M - Quarterly
If actual < 45%, then Green and analyzed quarterly DC — Monthly
= Regulatory limit is not more than 10%.
If actual > 25% , then Red Exy currently has a PaR of 48% as at Q2
5. Portfolio at Risk (PaR) If actual > 20% but < 25% then 2015. Selected staff will meet and M - Quarterly
If actual £20%, then Green decide on what the tolerance limits DC — Monthly
should be

m KPI clearly exceeding tolerance limit, urgent actions & decisions required immediately with
effective monitoring & follow up

Amber KPI close to tolerance limit, actions & decisions required with effective monitoring & follow up

Green KPI on track (nothing to report) for information only
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= Do the managers making decisions understand the degree to which they (individually) are
permitted to expose the organisation to the consequences of an event or situation? Any risk
appetite statement needs to be practical, guiding managers to make risk-intelligent decisions.

Five tests for risk appetite frameworks

= Do the executives understand their aggregated and interlinked level of risk so they can
determine whether it is acceptable or not?

= Do the board and executive leadership understand the aggregated and interlinked level of
risk for the organisation as a whole?

= Are both managers and executives clear that risk appetite is not constant? It changes as the
environment and business conditions change. Anything approved by the board must have
some flexibility built in.

= Are risk decisions made with full consideration of reward? The risk appetite framework needs
to help managers and executives take an appropriate level of risk for the business, given the
potential for reward.

Source — www.theirm.org/riskappetite
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Day 1: Session 3-5 fé

Risk Management Process a - c

» Establishing the context

» Risk identification, description, analysis and evaluation
= Qualitative analysis & evaluation

= Risk treatment (also called risk response/plan)

= RIisk reporting and assurance

Risk + Story = Risk Edutainment www.inspirationalrisk.com
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Communication

)

5 and consultation
E Risk Assessment

= B SRy E

E Risk

4 Identification E

Sl —— I

E Analysis 5

= Risk g

E Evaluation =

S

v
RECORDING & REPORTING

Figure 4 — Process
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Communication and consultation

Communication

— a contfinual and iterative process that an organisation
conducts to provide, share or obtain information and
to engage in dialogue with stakeholders

Consultation

— a two-way process of informed communication
between an organisation and its stakeholders on an
issue prior to making a decision or determining a
direction on that issue

Stakeholders

— @ person or organisation that can affect, be affected
or perceive themselves to be affected by a decision
or activity

Risk + Story = Risk Edutainment www.inspirationalrisk.com
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Establishing
the context

Risk Assessment
v
Risk
Identification
——

Risk
Analysis
————

Risk
Evaluation

MONITORING & REVIEW

&
:
S
]
;.
g
z
§

RECORDING & REPORTING

Figure 4 — Process
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Establishing the context

« what does the world around us look like?
» what are the drivers and trends?

» what are our objectives?

» what is our capacity?

» what are our business processes?
* how do we make decisions?

» what is the process expected to achieve?
» who will be responsible?
» what resources will be required?

» what determines whether a risk is acceptable?
» what determines whether a risk should be controlled?
* how can we measure our total risks?

Risk + Story = Risk Edutainment www.inspirationalrisk.com



Group exercise ‘_é

Interview your neighbour about the context of their
organisation. For example find out about -

 the size, geographic location and spread, scale of
operations

 type of product/market/customers/ competitors/funding
« do they operate in a regulated environment?

« ownership and management structure

* type of employee (specialized skills base)

 are they risk seeking or risk averse

Risk + Story = Risk Edutainment www.inspirationalrisk.com



sk Assessment

Risk Assessmem
v
Risk
Identification
——
Risk
Analysis
———
Risk
Evaluation 4
N V

MONITORING & REVIEW

-
£
:
8
%
:
g
z
:

RECORDING & REPORTING

Figure 4 — Process
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Two main types of identification techniques

Forward looking Historic
— brainstorming workshops — statistical analysis
— surveys — trend analysis
— expert knowledge
Strategy |
Plan execution | Oﬂ'lﬂl': 17%
Commercial L Handling: 34%
Market I
Technology |
E Finance | |
= ] [ Partnerlsh
: 14 |5 Joe
— 4 | - -]
el
] : [ Machinery: 5%
L = Fall: 8%
- [ Trip: 21% Struck by: 15%
L

Injury statistics
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Qualitative versus quantitative

Qualitative Quantitative
: — competence in usin
— simple to understand the Tgchnique is 7
— capitalises on rCqunU:Cl;eede et
: = xpensive to
judgement of user Use
— quick and — stronger evidence
inexpensive base fo analysis

abprooriate for Use — less prone to user bias
PRrop — can only be used

where there is little where there is a

stafistical evidence volume of data about
the type of event
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Risk identification and assessment tools (1)

Brief description

Questionnaires and @ Use of structured questionnaires and checklists to collect

checklists information to assist with the recognition of the significant risks
Workshops and Collection and sharing of ideas and discussion of the events that
brainstorming could impact on objectives, stakeholder expectations or key

dependencies.

Use of headings or categories commonly used to provide a
structured approach, for example -

IRM risk wheel,
Strengths, Weaknesses, Opportunities, Threats (SWOT)

PESTLE — Political, Economic, Social, Technological, Legal,
Environmental (PESTLE)

Risk + Story = Risk Edutainment www.inspirationalrisk.com
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Risk identification and assessment tools (2)

Brief description

Risk profiling/risk Use of consequence and probability assessments plotted on a

registers risk matrix or heat map to describe the risk.

Inspections and Physical inspections of premises/activities and audits of

audits compliance with established systems and procedures
Flowcharts and Analysis of processes and operations within the organisation to
dependency identify critical components that are key to success

analysis

HAZOP and Team-based studies using sets of prompt words to identify
SWIFT risks in a structured ‘what if’ manner.
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Risk identification & assessment tools (3)

Event trees Visual technique for exploring the sequence of events that must

Fault trees occur in order for a top event to happen (fault trees) or the
sequence of events that may follow a top event (event trees).
Can be qualitative or quantitative in nature.

Risk modelling A range of techniques involving the development of computer
techniques models to help explore complex systems with multiple inputs
with numerous potential outcomes.

Risk bow-ties Placing the risk event in the middle of the bow-tie analysis helps
to explore both potential causes and consequences in depth.

Risk + Story = Risk Edutainment www.inspirationalrisk.com



Describing a risk

o

I N

Combines the cause(s), the event(s) and the effect(s)

—

Source(s)

or cause(s)
(What? Why?)

\ 4

Event or
circumstance

N

giving rise to

the uncertainty
(Uncertainty)

A 4

Conseqguences
or effect(s)

(on objectives)

Risk + Story = Risk Edutainment
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Example — trading fraud

Segregation of duty

Duality
Limits on trading position
Checks & balances Causes Consequences
< \ > Media handling
Complex
products
Large
volume of
trades Il | Fraud | | Lossof
I " opportunity | reputation
24hr trading
Trading » Bankruptcy
fraud
Recession
Loss of
Short-term Financial I 4|—> funds
performance > ressure I
targets P
Personal
financial Fidelity insurance
troubles Recruitment screening
Underlying Immediate Immediate Ultimate
threats threats consequences consequences

Bow tie exercise

Risk + Story = Risk Edutainment
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Risk matrix v

u
(@]
O
QD
=2
D
3
. %
-} =
- D
3
o 5
Q. 3
=
()

Low Medium High

Impact

Risk + Story = Risk Edutainment www.inspirationalrisk.com



Likelihood £

Potential of it occurring several

Likely to occur each year or times within the time period

0
Probable more than a 25% chance of (e.g. ten years).
occurrence
Has occurred recently
Could occur more than once
Likely to occur in a ten-year within the time period (e.g. ten
Possible time period or less than a 25%  years).
chance of occurrence s there a history of

occurrence?

Not likely to occur in a ten-year
Remote period or less than a 2%
chance of occurrence

Has not occurred.
Unlikely to occur
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Estimating likelihood - criteria v

Within the next 12 months the event Is:
Almost certain

* Frequent occurrence > 90% chance
Likely

» Regular occurrence > 60% chance
Possible

* QOccasional occurrence > 10% chance
Unlikely

 Has never occurred < 10% chance

Risk + Story = Risk Edutainment
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Estimating im

Nact — criteria

4

SERVICE
REPUTATION FINANCE COMPLIANCE SAFETY
DELIVERY
Loss of credibility Financial loss | Total sustained Intervention by Fatality
key stakeholders; exceeding disruption to regulator; serious (multiple)
extensive adverse | £/$ ??? critical services breach of legal or
EXTREME media; external contractual
intervention obligation
Significant loss of Financial loss | Significant Censure by Serious injury or ill-
trust; significant exceeding sustained regulator; breach health (disabling)
HIGH adverse media £ /$?7?7? disruption to of legal or
critical services contractual
obligation
Significant Financial loss | Some short-term Failure to meet Injury or ill-health
MEDIUM complaints exceeding disruption to recommended resulting in lost time
£/$??7? services best practice
Isolated Low-level or Minor disruptionto | Failure to meet Minor injury (no lost
LOW complaints no financial services internal standards | time)
loss or SLA

Risk + Story = Risk Edutainment

www.inspirationalrisk.com




Putting it all together

AOOHIT™MIT

PROBABLE
Likely to occur each year or
more than a 25% chance of
occurrence

POSSIBLE
Likely to occur in a ten year
time period or less than a 25%
chance of occurrence

REMOTE
Not likely to occur in a ten year
period or less than a 2%
chance of occurrence

Risk + Story = Risk Edutainment

LOW

MEDIUM

HIGH

«financial impact on the
organisation is likely to be
less than £x

low impact on delivery of the
organisation’s strategic or
operational activities

low stakeholder concern

«financial impact on the
organisation is likely to be
between £x and £x

*moderate impact on delivery
of the organisation’s strategic
or operational activities

*moderate stakeholder
concern

financial impact on the
organisation is likely to
exceed £x

ssignificant impact on
delivery of the
organisation’s strategic or
operational activities

«significant stakeholder
concern

IMPACT
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Three points of risk assessment

1. Inherent risk (with no controls)

Number of risks

Low

Risk + Story = Risk Edutainment

Medium

High

2. Residual risk (with existing controls)

Number of risks

JL

Low

Medium

High

e

3. Target risk (with additional controls)

Number of risks

4L

Low

Medium

High

www.inspirationalrisk.com




Opportunity and threat matrix

o

Upside Risk Likelihood Downside Risk
High 1:2
Probable
High 1:10
Possible
Medmum 1:100
Unlikely
Major Moderate Minor Minor Moderate Major
Consequence
Multiple Objective Objective Objective-driven | Shippageand | Falure tomeet | Extinction of
objectves delrvered delivered slightly (Customer, minor deviation. | an objectve. OIgAMSALON.
exceeded significantly early, betteror | people, society
benefically. early, better, or cheaper. or key
cheaper performance)

Risk + Story = Risk Edutainment
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Establish Risk Provision !/

« MUST be relative to the estimate

MUST be relative to the scope

MUST be relative to the job (not just say 10%)

Approach can be dependent on project type and business maturity
Not always about Monte Carlo

Risk Estimating Techniques (Project)

* 06 on cost

« Benchmarking (Historic data)
« Optimism Bias (International ‘Benchmarks’)
* Three-Point Estimate

» Expected Monetary Value (% x Ave. Cost)
* Quantitative Risk Assessment (QRA) — Monte Carlo

* Cost (QCRA)
« Schedule (QSRA)
* Integrated Cost and Schedule
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Three Point Estimating Z

* Three Point on Base Cost Estimates

» Uncertainty around measure — Level of design detail
« Unit Rate — Sensitivity e.g. market tested

* Three Point Estimate of risk impacts should it occur

Estimate of potential risk impact

* Three ‘scenarios’ e.g. Unforeseen ground conditions

* Most Likely (dependent on knowledge)
* Minimum (Non-Hazardous material rate x Min additional volume)
« Maximum (100% Hazardous material rate x ‘Reasonable’ Max volume)

* Minimum — Most Likely — Maximum range of impacts when the risk occurs

* Therefore avoid a minimum impact = 0
* If the risk is 10% likely, 90% of the time the impact is already zero

What about 100% likelihood risks?
* Include ‘Known’ element in base cost
* Identify ‘Extra over’ risk for uncertain impact
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4

Risk Treatment

Risk Assessment
v
Risk
Identification
——

Risk
Analysis
————

Risk
Evaluation

MONITORING & REVIEW

:
&
:
8
:
=
g
:

RECORDING & REPORTING

Figure 4 — Process
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What is risk treatment?

A process to modify risk (ISO 31000)

Risk treatment (or response) involves:
— the selection of one or more options for modifying risks
— Implementing those options
— the treatments then provide controls or modify current controls

Treatments or Controls include any process, policy, device, practice or other
actions which modify the risk
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Risk treatment plans (action plans) cé

The purpose of risk treatment plans is to document how
the chosen treatment options will be implemented.

Information should include:
— a description of what the planned action is
— eXxpected benefit(s) to be gained
— performance measurements and constraints
— accountabilities (risk owners and control owners)
— reporting and monitoring requirements
— resourcing requirements
— timing and scheduling
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Risk response options

b 4

4
Evaluate Risks
A
s ™
Terminate Treat Transfer Tolerate
Remove Change Share Retain
source of risk consequence
or likelinood
\ v

'

l

Monitor & Review

+
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Business continuity management ‘_é

Business continuity management (BCM) provides a
framework for business resilience.

The focus of BCM is on managing the impact of risks to
mission and time-critical processes

o [ e Process must be back to
Performance minimum performance S

levels for by this time
process

Minimum service level

Recovery time objective

<

Maximum tolerable period of disruption

»

www.inspirationalrisk.com
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Key activities in business continuity planning fé

1. assess company activities to identify critical people, processes and
equipment
2. identify critical customers and suppliers

3. plan what to do if any important buildings, plant or store were to
become inaccessible

4. identify necessary actions to ensure continuity of critical business
functions

5. decide who should be involved in the planning process

6. define and prepare procedures, identifying individual
responsibilities in crisis management and recovery activities

7. coordinate with others including neighbours, utility suppliers,
suppliers, shippers and key customers

8. review the plan annually and when the business changes
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Monitoring
and
review

Risk Assessment
v
Risk
Identification
——

Risk
Analysis
————

Risk
Evaluation

MONITORING & REVIEW

:
&
:
8
:
=
g
:

RECORDING & REPORTING

Figure 4 — Process
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Purpose of monitoring and review

 ensure controls effective and efficient
« obtain information to improve risk assessment

 |learn the lessons from events
— changes, trends, successes and failures

« detect change to internal or external context or to
the risk itself

* Identify emerging risks
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Risk Register — Risk Details v

Updated 12/02/2014
Next risk ref 102 Project Manager
version v1.0 Project Number
: Capture Document
Risk Owner and 1D Risk Detaile— Control information

Risk

Owner Risk ID Risk Description Risk Cause Risk Impact
Status

Delayed departure; reduced time on

Employer 101 Open  |Risk that the your house may flood Extreme Weathgr; Poor Insulation; _hollday;_ costs mcurred while waiting
Insufficient Heating in the airport (possibly

accommodation)

A f A f A f
I | |
Unique Risk Clear description of the Potential effects on the
Identifier uncertainty affecting the scheme objectives
' project should the risk occur
Contractual Current status of the risk on the Potential cause(s) of
Owner of the scheme: the risk occurring
risk exposure Open, Closed, Escalated, etc.

www.inspirationalrisk.com
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Risk Register — Risk Assessment v

Assessment — based on the Assessment — based on the anticipated
controls in place effects of the Identified response actions

| /

Current Risk Assessment Post-mitigation Risk Assessment Risk Proximity
Lo} © Lo ©
3 2295 S >2% 5 Risk
= 25T F = L58F Start
g » § i’m a g » é 3@ a Date
fr = - =
2 3 1 9 1 2 0 Nov-14 | Mar-15
- f f i X \\ \
Likelihood /
Probability of the \
risk Occurring
. \ \
Cost Impact on / Assessment of other impacts Calculated from Time period when
attributable to the scheme caused by the scheme Likelihood and The risk may
o Maximum Impact — impact on the
Time impact on scheme Allows Prioritisation scheme
deliverables

Risk + Story = Risk Edutainment www.inspirationalrisk.com



Risk Register — Risk Responses §;

For capture of risk change
commentary, Assessment

Risk response approach )
backup, Assumptions, etc.

(discussed later)

Risk Response

Risk

Risk e . D . Action Close
Response Treatment Mitigation Action(s) Description(s)  Action Owner Date
Owner
Ensure appropriate fitout including: frost
Contractor Treat Stat mstglled_; Ensure sufficient msula_tlon Contractor Jul-14
installed; Maintenance of central heating
system. AN
\\
T A T
_ _ — Date for closeout of the
Owner responsible for _ Il?espons@e fo][ ) identified Response
development and delivery of Implementation of the Action(s) (not risk itself)
the actions (not risk exposure) identified actions | |

Description of activities identified to mitigate,
monitor or control the identified risk

www.inspirationalrisk.com
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Risk reporting

Efficiently meet data
requests

- Provide targeted formatting

 Build a scalable solution

e Reduce time and costs
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What is a dashboard?

« Adashboardisa........

« Key characfteristics:
— Provides a real-time user

Nad

Financial
Perspective

inferface

— A snapshot or graphical
presentation of the current statt

of indices

Internal Process
Perspective

— Shows historical trends and
comparison of an
organization’s key performance
indicators to enable informed
decision making

|

The
Balanced
Scorecard
(BSC)

|

Customer
Perspective

Learning &
Growth
Perspective

Risk + Story = Risk Edutainment
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Benefits of risk dashboard

 Move quickly
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Creating arisk reporting dashboard

Considerations:

* What is the reason for the dashboard?
» Specific KPI's?

« Data source

 How often will it be updated?

« Who will receive the report and in what

format?

Risk + Story = Risk Edutainment www.inspirationalrisk.com



4

Sweet things Itd

« Report prepared for potential

buyer for ‘Sweet things' bakery.

« ‘Sweet things’ is a family owned
business and is being sold

because owner is retiring.
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Sweet things Itd e

>
| Risk Reporting Dashboard for Sweet things bakery Itd, 2014 |
Key Risks
Risk name Description Impact/Residual risk Trend
Prices of wheat and vegetable oil can vary more
\Volatile cost of raw  [than 40% during a one-year period, along with this
materials natural gas prices can fluctuate by more than 25%
The supermarket industry has been consolidating,
and as that has happened, some have formed their
own bakeries. Larger chains have the resources to
) . ) . Med Med
take some of their baking operations in-house, ‘
including “fresh-baked” goods resulting in loss of
Loss of customers customers
Contamination with allergens resulting in loss of
Health & Safety reputation . il
Changing trends in  [Changing consumer preferences as it relates to -
taste changing tastes and dietary trends
Risk that lack of automation makes business unable
Automation to compete profitably
Risk Heat Map 0000 2014 Cost of raw material
5 8000
High
' 6000
Residual 3 + 5000
Impact Mo S 4000 === Series1
’ 3000 == Series2
Low 2000
1000
i i 0]

& & \\p" ‘?9‘ \»O-\ $ & qu R o %d\ 0"‘0
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Nad

Things to consider

Define monitoring and review responsibilities
— risk owners
— conftrol owners
— responsibility for the review of the whole process

How frequently should
— risks and their control measures be reviewed?

— the effectiveness of the ERM process be
reviewed?

Benchmarking and maturity models
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Rating Scale For Effective Reporting

Rating Status Description for Effective Reporting
Verv Poor The report is not accurate and consistent within the organisation; lacks formal approval or
1 y review process and/or not delivered on time to reflect the true position of the business; not fit to

(Ineffective)

inform effective decision-making

The report is not accurate but consistent within the organisation; gone through informal

Poor ) : : "
2 Ineffect approval or review process and/or not delivered on time to reflect the true position of the
(Ineffective) business; not fit to inform effective decision-making
Good The report is accurate and consistent within the organisation; gone through formal approval or
3 A review process and delivered on time to reflect the true position of the business; fit to inform
(Average) effective decision-making
As 3, we can demonstrate active management engagement/feedback from each report and the
Very Good . . .
4 effectiveness could be measured and the value of presenting each report to each governing

(Best-Practice)

body is clear?

Risk + Story = Risk Edutainment
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Risk Management reporting

‘Dashboard reports’

Risk Management Dashboard

Updat= |

Risk + Story = Risk Edutainment

Top Risks Fizk Appetite
- - Recidual
Pt Risk Title Rick Dwner [':::::::; Rate Drop Ri<k ERI Risk
FO027 | Skilled =staff leave Arkhur Fighy i) Mumber of customer compaints High
FO00E | Loss of System Resilience Werna Hughes 4 Loss of Key Staff High
Roo02  |IT processes may not be aligned with IT and Business objectives Trewor williams 2
Fo002 | Sontinuity and Contingency Planning Trewar wWilliams 2
FO02E | Unethical Business Practices ‘Werna Hughes 0
RO005 [ Failure bo Innowake Trewor williams ¥
Fo0z0 | Actions For wrongful dismissal may attract adwerse publicity. Mary Smith 1]
o007 | Breach of Security Werna Hughes 1
Fo021 | Inability ko meet staffing requirements Matk WMoody |
FO004 | Feacting ta Change Iary Smith 5
Inherent Risk Measurement Residual Risk by Period Risk Category
1z 7
10 1z
E H g ao G B
o
5 wiarioe 5= —
b &
E Lo E 5 Lo . e
= 4 Macium =] Machum
= kg = * akih
z [I=_ T P mo
o o - = Sammeer 3 Techroiog, gk
Cusrent 5 Bz B3 Current 1 B1 B3
preriod of Measurement preriod of Measurement
- Control Performance By Period Impact
=] = atastrophig
Bz
F Mlajar
S -
— MModerate
Currand —
o 3 o 13 0 23 30 33 Pinor
Current Bl P Bz B3
W reffective E] E] o ] \nsianifi
U Fartaiy Erreciee 1 0 1 o n5|gr::| tan
= Effective 5 24 z o
. . Highly
Femote Unlik.ely Fozzible Frobable Probable

Likelihood

www.inspirationalrisk.com




makes

Risk + Story = Risk Edutainment www.inspirationalrisk.com



Day 2: Session 6 v

Overview of ISO and COSO Framework

P

Vi
and
Protection

Principles (clause 4)

A
A 4

Framework (clause 5) Process (clause 6)

Figure 1 — Principles, framework and process
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ISO 31000

«  Throughout the course we will use ISO 31000 as our core framework

ISO 31000:2009 ISO 31000:2018

a) Creates value

Mandate
b) Integral part of and |
organizational processes commitment (4.2) Establishing th toxt
) stablishing the conte Structured
¢) Part of decision making I (53) and

Value Creation  [INTNHE TS

d) Explicitly addresses

uncertainty Design of
framework

for managing risk

Risk assessment|(5.4) 5
est
Available
Information

(52)

e) Systematic, structured

and timely /‘ (4.3) -\ q-—pl Risk identification (5.4.2) |<—-p

f) Based on the best

@

=

available information ) %

_ Continual Implementing K] =

g) Tailored 'mPﬂ;V:'“B"‘ risk H &

of the

t i i o

h) Takes human and framework man:?.:;nen -+ Risk analysis (5.4.3) e §
cultural factors into (4.6) 2 futegration Principles (clause 4)

account 5

=

i) Transparent and inclusive|
M o
J) Dynamic, iterative and Monitoring 0——-| Risk evaluation (5.4.4) N Design
responsive to change and review )
of the Leadership and

framework Commitment
4.5)

k) Facilitates continual
improvement and
enhancement of the

organization 1—>| Risk treatment (5.5) |Q:

Principles Framework
(Clause 3) (Clause 4)

Process
(Clause 5)

Framework (clause 5) Process (clause 6)

=  Framework: Centred on leadership and commitment, includes integration as additional step
=  Principles: Focus on Value creation and protection.

e 8 principles instead of 10;

e Summarized as PACED — Proportionate, Aligned, Comprehensive, Embedded, Dynamic
=  Process: Risk assessment & risk treatment are central to risk management process
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g4

i
fentinegt Integrated
Improvement

Human and Structure
Cultural and
Factors Value Creation (#0011 ) ¥ 12 (IS

and

Best Protection
Available
Information ’

Principles (clause 4)

Integration

Scope, Context, Criteria

Risk Assessment
Risk
Identification

Risk
Analysis

Leadership and
Commitment

ONSULTATION

Risk
Evaluation

COMMUNICATION &

MONITORING & REVIEW

Risk Treatment

Implementation
RECORDING & REPORTING

Framework (clause 5) Process (clause 6)
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Nad

ISO 31000:2018

= |SO 31000:2018 is focused on keeping risk management simple

= Reinforces definition of risk as the “effect of uncertainty on objectives”
= Shorter, leaner and more precise

= Focus on leadership by top management and integration

= Greater emphasis on the iterative nature of risk management

= Streamlining of the content with a greater focus on customization

= Additional step in the Process — recording and reporting

Useful Graphics 5 March, 2019 88
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COSO ERM Framework cé

New framework:

= More clearly connects enterprise risk management with a multitude of

stakeholder expectations.

= Positions risk in the context of an organization's performance, rather

than as the subject of an isolated exercise.

= Enables organisations to better anticipate risk so they can get ahead
of it, with an understanding that change creates opportunities, not

simply the potential for crises.

= Clarifies the importance of enterprise risk management in strategic

planning and embedding it throughout an organisation
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COSO ERM Framework v

= Introduces new structure and new principles

= Five components across framework; 20 new principles supported by a set of

principles, covering everything from governance to monitoring

ENTERPRISE RISK MANAGEMENT

MISSION,VISION, 4 ‘ STRATEGY BUSINESS IMPLEMENTATION ENHANCED
& PERFORMANCE VALUE

Governance Strategy & Performance Review Information,
& Culture Objective-Setting & Revision Communication,

& CORE VALUES / DEVELOPMENT OBJECTIVE
i FORMULATION

& Reporting

1. Exercises Board Risk 6. Analyzes Business 10. Identifies Risk 15. Assesses Substantial 18. Leverages Information
Oversight Context 11. Assesses Severity Change and Technology

2. Establishes Operating 7. Defines Risk Appetite of Risk 16. Reviews Risk and 19. Communicates Risk
Structures 8. Evaluates Altemative 12. Prioritizes Risks Performance Information

3. Defines Desired Culture Strategies 13. Implements Risk 17. Pursues Improvement 20. Reports on Risk,

4. Demonstrates 9. Formulates Business Responses in Enterprise Risk Culture, and
Commitment Objectives 14 Management Performance

. Develops Portfolio
to Core Values View
5. Attracts, Develops,

and Retains Capable

Individuals

= Links to performance

" Focuses on Integration = Recognizes the importance of culture

" Emphasizes value = Focuses on decision-making

*  Links to strategy = Links to internal controls
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COSO vs ISO 31000:2018 -4

COSO ERM Framework VS ISO 31000:2018
1. Longer document 1. Short and concise
2. Focused on Enterprise Risk Management 2. General approach to Risk Management
3. Risks and opportunities 3. Opportunities can give rise to threats
4. Emphasis on integration 4. Risks tied to objectives
5. Emphasis on the importance of leadership 5. Emphasis on integration
buy-in 6. Emphasis on the importance of leadership
6. Links risk with strategy and performance buy-in
7. Brings more to the table with the ERM 7. Does not link risk with strategy and
approach that can be applied at any level of performance

an organisation
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Day 3: Session 7 - 10 fé

Practical tips

= How to run an ERM risk assessment workshop
= Risk assessment meeting

= When to run risk workshops

» Good risk management
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Introducing Facilitation e

This section will discuss the principles and background of Facilitation:

What Facilitation is
What Facilitation involves

The benefits of Facilitation and using a trained Facilitator

What is facilitation?

* The art of managing a group so that the quality and quantity of work achieved is
greater than the contributions of the individuals within it

* The group works more efficiently and productively under the guidance and
suggestions of the facilitator

How does a facilitator achieve this?
« Agreement that the group want to work in a co-operative way

- Have an overall aim and method in mind

- Be able to adjust flexibly to the dynamic that builds up within the group
* Maintaining commitment of the group

- Be able to deal with negative reactions or situation
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Why should you use a facilitator? v

« Organisation - preparation & support allows the team to focus on the subject
maftter

« Challenging - able to ask the difficult / ‘daft’ questions
« Always keeps a focus on the end objective - output thinking

« Keeps control (people and process) to ensure the workshop doesn’t drift off
track (wasting fime and money)

When should you use a facilitator

= Running a major review/workshop
« Creating your initial risk register
» Prior to key stage gates, or key dates within your project
« Prior fo a quantitative risk analysis
= When the Risk Management culture needs a boost
= To set up an effective Risk Management process on your project/programme

= Large number of participants and hence a large number of outputs to be
managed

= When you have “personalities” that need to be managed
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What do you think makes a good facilitator? ‘-é

5 mins

Qualities of a facilitator

» What makes a good facilitator?

— Communicates clearly and
~_# expressively

: — Strong interpersonal Skills
— Ability to think quickly on ones feet
— Logical
— Strong active listening skills
— Self confidence
— Leadership skills
— Strong motivator
— Client empathy
— Energetic
— Understands team dynamics

= What doesn’'t make a good facilitator?

7

Someone naturally introvert

More comfortable following set
processes rather than the pressure of
thinking on ones feet

Not comfortable presenting to people

Not comfortable multi-tasking -reading
body language, leading, and recording at
the same time

Someone who is heavily involved in the
project

Not happy dealing with / turning around
uncomfortable situations

Risk + Story = Risk Edutainment
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The Six Dimensions of Facilitation 5"'4

1. The planning dimension. Goal-oriented / output thinking. Understanding aims
and setting up process to achieve it.

2. The meaning dimension. Managing participants’ understanding. Making
sense of the information.

3. The confronting dimension. Challenging. Highlighting areas of resistance
and avoidance. Asking the “daft” questions.

4. The feeling dimension. Managing feelings and emotions within the group.

5. The structuring dimension. Using methods and techniques to provide
structure around the facilitation process.

6. The valuing dimension. Creating a supportive, inclusive, empowering
climate. Honoring the individuality within the group. Encouraging open honest
communication.

 From Heron J (1999), The Complete Facilitator’s Handbook, Kogan Page
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Time, People and Information Management J

= Prior to the workshop
* |dentifies the time available
 Clarifies outputs required
» Confirms the time available for each section

« Creates a workshop handbook — Agenda, housekeeping,
behaviours, context setting.

= During the workshop
« Manages ‘disruptive’ behaviours
« Takes executive decisions where required to keep on track
» Uses tools and techniques to optimise the time spent
« Parks issues out of context for later discussion
= Following the workshop
» Collates and circulates information
« Captures comments and undertakes follow-up required
» Reports on findings
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Ice Breakers v

= Useful way to for the group to get to know each other

» Energising — try one after lunch / after a difficult exercise

» |njects a little fun into the workshop

More Ice Breakers

Two truths and a lie — Each person tells 2 facts and one lie about themselves and the
group have to guess the lie

The year of the coin — Hand out a coin to each participant, they then have to share what
they were doing in that year

Fabulous Flags — Each participant creates a flag depicting in images what they want to get
out of the workshop, and presents to the group

Signatures — Each participant has a sheet with a number of different descriptions e.g. Cat
lover, plays an instrument etc. They need to mingle with the group and get a signature from
people who match those descriptions. No one to sign the same sheet twice!

Human knot — Stand in a circle and put your hands in the middle to join hands with 2
different people across the circle. Then have fun untangling yourselves!
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Embedding risk management J

Visible commitment from the top

— articulated and endorsed through a policy and framework for managing
risk

— lead through actions — risk-based decision making, aligned with
strategic objectives

An organisational framework to ensure
— clearly defined responsibility and accountability

— training for all relevant stakeholder groups to raise awareness of

benefits, establish responsibilities and improve skills in management of
risk

Integration into management processes

— ensure the benefits for business and resource planning are clearly

established through integration with the ‘normal’ business planning
processes

— integrate into performance management system and establish KPI's
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Day 2: Session 10 ‘_é
KPIs etc
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Key Performance and Risk Indicators -
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The Institute of Risk Management — Short Courses § é
> 4

Key risk and control indicators

KRIs KCls
Metrics to help Metrics to help
identifty changes assess the
that could alter effectiveness of
the overall key controls
assessment of key

risk events
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Financial Risk Management (P&L) cé

Reducing cash flow and earnings
volatility.

Managing the costs of financing costs
(e.g. through the use of derivatives).

Increasing the value of a company’s
shares. By reducing financial volatility, it
can lower the cost of capital which can
increase profits and value of a company.

Management of operating costs by
managing fluctuations.
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Health and Safety management ‘-é

™ The costs of failure

Health and safety law is Criminal Law
Failure to manage health and safety can result in:

% prosecution, fines and imprisonment
% compensation claims

% loss of output or service

% replacement costs

“ loss of reputation X

% Death, injury,
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Five-level national alert system

COLOR CODE CONDITION LEVEL

Security Risk Management

RECOMMENDED PROTECTIVE MEASURES

JoREENY Low
Low risk of

terrorist attacks

- Refine security plans
- Assess facilities for vulnerabilities

| BLUE | GUARDED

General risk of

- Check emergency communications
- Rewiew and update emergency-

tefrofist attacks response plans

YELLOW ELEVATED - Increase sunveillance of critical locations
Significant risk of | - Coordinate emergency plans with
terrorist attacks nearby towns

GE HIGH
High risk of

- Take precautions at public events
- Restrict access o essential persannel

terrorist attacks

- SEVERE - Maonitor or redirect transportation systems
Severe risk of - Close public and government facilities
terrorist attachks

www.inspirationalrisk.com
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Cyber Risk Management "é

NIST Cyber Security Framework

Identify Protect Detect Recover

Anomalies and

Asset Management Access Control Events Recovery Planning

Business Awareness and

: Security Continuous
Environment

Training Monitoring Improvements

Governance

Communications

Detection Processes

e
-
-

Risk Assessment

Risk Management Maintenance
Strategy
Protective

Technalogy

o]
EN
oo |
|
S
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Day 3: Session 11 fé
Leadership...
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Nad

Embedding ERM Culture — challenges!

- Lack of real commitment from the top

- Insufficient or lack of continuous evidence of the value

added benefits of ERM
- Not effectively integrated into business models/processes
- Assumptions (Risk Measurement vs. Management)

- “Risk Champion” lacks the ability to communicate the

benefits of RM in a creative or inspirational manner
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Risk Communication Maturity Model <

- a journey of change

Directors/Board Level Unawareness

Senior Management Group Awareness

Middle Management Group Comprehension

Unit (Team) Level _
Conviction

All Staff
Action
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Customers ‘-é'

= Customer Experience
» Competitive pricing
= Reputation

Shareholders Community

» Total return to shareholders " Philanthropy

= Earnings growth . Cqmmum’ry

= Profitability Reinvestment

= Dividends » Leadership Involvement

Capital

Strategy

Rating Agencies
» Financial Strength
» Capital Adequacy

Regulators

» Financial Strength

= Capital Adequacy

» Regulatory Compliance

Employees
» Reputation/Values
» Professional Growth

Risk + L1ty = Kisk Ladiéainnient

WAL NLEia fonaliisc.eorn



Evolution of Enterprise Risk Management

Link with 4 |
[rmrm e -
strategy | ' |
I I Return !
I I optimisation !
.......... I I
High | r R
I I Strategic !
I | integration !
AETE R TE T S !
i Risk |
I measurement !
......... - |
) r e e —
Medium ] ~ i
1 Risk
| management !
.......... I 1
| s n Risk models:
: Loss : I Economic capital models
- S " omic ca mo
! minimisation i . mo
FrosmsrTe T L I
Low [ ) 1 I
| Compliance I
b o ! I
L
Risk control Balance sheet Risk/return Value creation
protection optimisation

Industry standard in Industry standard in
the last 5-10 years I the next 5-10 years

‘The Role of ERM in Ratings’, Mark Puccia, Managing Director, Standard & Poor's
March 30, 2007
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Questions & Contact

Joachim A Adenusi
Partner - Inspirational Risk
Tel no: +44 7947182 934 (m)
E-mail: jadenusi@inspirationalrisk.com
Web: www.inspirationalrisk.com
Twitter: @Joachim_Adenusi
@inspired_risk
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